Public-key encryption is often used to protect data security/privacy and secure communication in scenarios of cloud computing and edge computing. Related randomness attacks model (RRA) for publickey encryption was motivated by randomness failures. This paper proposes some methods of constructing secure public-key encryption scheme against related randomness attacks, i.e. RRA-CPA secure publickey encryption scheme with efficient decryption algorithm and short ciphertexts size obtained from oneway function with weak RKA-security and indistinguishability obfuscation, RRA-CPA secure public-key encryption scheme against arbitrarily function from any publicly deniable encryption and RRA-CCA secure public-key encryption scheme against arbitrarily function from standard IND-CCA public-key encryption scheme with a hardcore function for arbitrarily correlated inputs.
I. INTRODUCTION
The rise of Internet, Internet of Things and Cloud Computing, as well as the rapid popularization of mobile devices, intelligent terminals, social networks and e-commerce, has led to the rapid growth of data volume. Cloud computing provides a technical platform and often recommends services to users by cloud service recommendation [1] - [3] for the storage, computation and management of large data, which makes the processing of large data more convenient and efficient. As cloud computing releases the user's burden in maintaining basic storage infrastructures, many individuals and institutions adopt cloud storage to maintain their data so that more and more data are stored on cloud servers. However, cloud servers may tamper with, delete and damage data. Although there are many techniques to improve cloud security [4] , [5] , the simplest method for the data owners to share the data while keeping the security and privacy is encrypting data using public-key encryption and uploading it to cloud servers.
Traditional cloud computing cannot handle the huge data generated by network edge devices which makes the birth of edge computing solving the problem in combination with
The associate editor coordinating the review of this manuscript and approving it for publication was Xiaokang Wang. cloud computing [6] , [7] which scenario is showed in Fig. 1 . Edge computing is widely used in the Internet of things, especially in the application scenarios with special requirements such as low delay, high bandwidth, high reliability, massive connections, heterogeneous convergence, local security and privacy-preserving [8] - [15] . The edge computing model requires secure communication among the clouds and the edges. Public-key encryption (PKE) is suitable for the end-to-end security of edge computing participants and is often used for exchanging a session key between unknown partners according to its advantages in secure broadcast and authentication, while there are many techniques to ensure the edge computing security [16] , [17] .
The development of information technology has also led to further integration of information, physical systems and human society to form a more complex system, i.e. Cyberphysical-social system (CPSS). The strong coupling of CPSS brings security and privacy issues, e.g. multi-source spatial data can be associated to leak user privacy. Many technologies can be applied to protect the data privacy of cyberphysical-social system, including anonymity, trusted computing, encryption, verifiable computing and data obfuscation, in which public-key encryption can be used for security and access control in cyber-physical-social systems.
Randomness quality is crucial to the security of cryptosystems that consuming lots of randomnesses. However, many researches such as [18] - [21] show the randomness failures including randomness reuse, randomness tampering, etc. For cloud/edge computing scenario, [22] showed that the securely kept DSA keys used in TLS authentication sessions could be extracted by virtual-machine reset attacks due to the randomness repetition. These failures can cause some security problems such as signing keys exposure, plaintext recovery, weak key generation and so on. Motivated by preserving security under randomness failures, related randomness attacks model (RRA) for PKE was abstracted and secure cryptosystems were constructed in this model. Informally, in this model, the adversary has the ability to control the randomness used during encryption and the indistinguishability of ciphertexts should be kept on this condition.
In this paper, we focus on constructing secure PKE schemes in the model of related randomness attacks. First, we propose a method of constructing RRA secure PKE scheme under chosen plaintext attack (RRA-CPA) based on indistinguishability obfuscation and one-way function with weak RKA-security. To acquire RRA security against arbitrary function, we give two constructions. The first one is publicly deniable encryption which can be proved to have RRA security under chosen plaintext attack (RRA-CPA), and the other one is constructed by combining a secure standard PKE scheme under chosen ciphertext attack (IND-CCA) with a hardcore function for arbitrarily correlated inputs which can achieve RRA security under chosen ciphertext attack.
A. RELATED WORKS
Recently, many works address the problem of randomness failures. Austrin et al. [23] showed a negative result that standard encryption schemes can be broken under randomness failure. Feltz and Cremers [24] analyzed the authenticated key exchange protocols and showed that bad randomness results in the insecurity of the protocols. Paterson et al. [25] introduced a security model for PKE schemes called ''related randomness attacks model'', in which the adversary has the ability to force the usages of related randomness in encryption which are abstracted to the outputs of specified functions applied to some initial randomness. They also proposed many kinds of schemes in this model. They showed that a RRA-secure PKE in the random oracle model can be obtained by taking the hash value of the input random together with the message and public key as the rand coins used in encryption. To construct a RRA-secure PKE scheme in the standard model, they applied pseudorandom function secure against related-key attacks (RKA-PRF) to a standard PKE scheme. The restricted function families depend on that of RKA-PRF which currently are restricted to the function families consisting of polynomials of bounded degree according to the instantiations of available RKA-PRFs. To obtain further constructions for other kinds of restricted function families, Paterson et al. considered weakened security models; they first restricted honest generations of the public keys (HK-RRA) and provided a generic method of constructing RRA-secure schemes in this condition by taking the value hashed by a Correlated-Input Secure (CIS) hash function proposed in [26] instead of a standard hash function as the randomness used in encryption process of a PKE scheme; then they considered the situation with no restriction on public keys where the adversary is restricted to use a vector of prefixed functions to implement its attack (FV-RRA) and gave a concrete FV-RRA secure scheme under chosen-plaintext attack under the DDH assumption where the used functions are hard-to-invert ones. To achieve FV-RRA security under chosen-ciphertext attack, Paterson et al. [27] , presented a general transformation for PKE using a value extracted by an auxiliary input reconstructive extractor as randomness. Yuen et al. [28] proposed some related randomness attack models which cover related key/randomness attacks for PKE and digital signature, and provided generic constructions for security against these attacks. Schuldt and Shinagawa [29] analyzed the related-randomness security about RSA-OAEP and gave a positive result. A basic comparison between our schemes and two typical RRA secure schemes is shown in Table I . 
B. OUR CONTRIBUTIONS
In consideration of the importance of resisting related randomness attacks in PKE scheme, we focus on how to build secure PKE schemes against related randomness attacks in this paper. Our contributions are summarized in the following:
(1) Propose a method of constructing RRA-CPA secure PKE scheme from indistinguishability obfuscation and weak RKA-secure one-way function. We first give a weak definition of RKA-secure one-way function (wRKAOWF) and show how to construct weak RKA-secure one-way function. Then, we build related-seed secure pseudorandom generator using weak RKA-secure one-way function and a hardcore function for arbitrarily correlated inputs proposed in [30] . At last, we replace the standard pseudorandom generator used in the PKE scheme in [31] with a related-seed secure pseudorandom generator and prove the RRA-CPA security of the new scheme. The construction is simple, and has advantage in the efficiency in the decryption algorithm and ciphertexts size.
(2) Construct RRA-secure PKE schemes against arbitrary function.
• Prove that any publicly deniable encryption with Indistinguishability under Chosen Plaintext Attack(IND-CPA) and Indistinguishability of Explanation [31] is RRA-CPA secure PKE against arbitrary function.
• Propose a method of constructing a RRA-CCA secure PKE scheme by applying a hardcore function for arbitrarily correlated inputs proposed in [30] to a standard IND-CCA secure PKE scheme. To encrypt messages, the construction first apply the hardcore function to a randomness r to obtain the output r . Then it implements the encryption algorithm of PKE scheme taking r as the actual random coin for encryption. At last, we prove the RRA-CCA security of the construction.
C. ORGANIZATION
Section 2 reviews some preliminaries. Section 3 gives a method of constructing RRA-CPA secure PKE scheme from weak RKA-secure OWF. We define weak RKA-security of one-way function and a concrete instance of it. We construct a RRA-CPA secure PKE scheme from indistinguishability obfuscation and weak RKA-secure one-way function. In Section 4, we describe in detail how to construct PKE schemes with RRA-security against arbitrary function. We prove that any publicly deniable encryption is a RRA-CPA secure PKE against arbitrary function. To obtain RRA-CCA secure secure PKE against arbitrary function, we combine the standard IND-CCA PKE scheme with hardcore function for arbitrarily correlated inputs. Finally, conclusions are drawn in Section 5.
II. PRELIMINARIES A. PUBLIC-KEY ENCRYPTION
Let PKE = (Keygen, Encrypt, Decrypt) be a PKE scheme (PKE) [32] . Keygen is used to generate a public/secret key pair (pk, sk) randomly. The probabilistic algorithm Encrypt uses pk and a randomly chosen coin r from randomness space Rnd to encrypt a message m ∈ M to its corresponding cipher text c. Using a private key sk, the deterministic algorithm Decrypt can return the corresponding plain text m or an error symbol ⊥ by decrypting a cipher text c. There are two classical security definitions for PKE, i.e., Indistinguishability under Chosen Plaintext Attack(IND-CPA in abbreviation) and Indistinguishability under Chosen Ciphertext Attack, (IND-CCA in abbreviation). Let A = (A 1 , A 2 ) be a PPT adversary of a PKE scheme , and the advantage of A to break the security of is defined as follows:
The related randomness security under Chosen Plaintext/Ciphertext Attack(RRA-CPA/RRA-CCA for short) is two formal security definition introduced by [25] for PKE. Let A = (A 1 , A 2 ) be a PPT adversary of a PKE scheme with a class of of functions, and the advantage of A to break the related randomness security of is defined as follows:
EO(pk, m, φ) and LR(m 0 , m 1 , i, φ) are oracles proceed as follows in Table II:   TABLE 2 . Encrypt and LR oracles in RRA-ATK security game.
2) RRA-ATK SECURITY (ATK=CPA,CCA)
A PKE scheme is called RRA-ATK secure if for any adversary A, the advantage of A is negligible in λ.
Note that EO is encrypt oracle and DO is decrypt oracle. The adversary's access to decrypt oracle DO is removed if ATK = CPA.
B. ONE-WAY FUNCTION
We use the description about one-way function in [33] . A function family F is one-way or called one-way function OWF, if the following advantage Adv ow F,A (λ) for any probabilistic adversary A to break the one-wayness of F is a negligible function in λ.
Let {C λ } be a circuit class. It is called an indistinguishability obfuscator for {C λ } if an uniform PPT algorithm iO satisfies the following conditions:
is a negligible function. The existences of this kind of iO for all polynomial size circuits were given in [34] .
D. PUNCTURABLE PSEUDORANDOM FUNCTION
A puncturable family of PRFs F described in [31] can be defined by three algorithms Key F ,Puncture F , and Eval F , and two computable functions n(·) and m(·), which satisfy the following conditions:
-Functionality preserved under puncturing. The following equality is established for every PPT adversary A and for all
-Pseudorandom at punctured points. For a negligible function negl(·) and every PPT adversary (A 1 , A 2 ) such that A 1 outputs a set S ⊆ {0, 1} n(λ) and state σ , then:
, U l denotes the uniform distribution over l bits.
E. HARDCORE FUNCTION FOR CORRELATED INPUTS
In [30] , the authors constructed hardcore functions to extract random bits on the condition where the inputs are arbitrarily correlated. Let HC be a family of functions and F be a one-way function family. HC is hardcore function for F if the following advantage Adv H F,HC,I of an adversary H is negligible in λ.
Here, we denote y ← Eval F (k, x) as a vector of y i ← Eval F (k, x i ) for each x i ∈ x. In [30] , the authors gave a construction of hardcore function HC for injective one way functions F which can extract hardcore bits for arbitrarily correlated inputs.
III. RRA-SECURE PKE SCHEME FROM RKA-SECURE OWF
In [33] , the authors proposed the definition of RKA-secure one-way function (RKAOWF) and applied it to construct RKA-secure signature schemes. However, their definition of RKAOWF is somewhat strong and cannot be used to construct RRA-secure PKE schemes. In this section, we will give a weak definition of RKAOWF and construct RRA-secure PKE schemes via it. Firstly, we describe the definition of RKA-secure one-way function in [33] in the following. Let F be a function family. A class of polynomial-time computable functions for F that specifies for each λ ∈ N, each k ∈ Key F (1 λ ) and each φ ∈ is called the related-key deriving (RKD) function.
Definition 1 (RKAOWF): F is called -RKA secure if for any PPT adversary A for F, the following advantage Adv −RKA
F,A
(λ) is a negligible function in λ.
is an oracle proceeds as follows:
In the following, we give a weak definition of RKA-secure one-way function (wRKAOWF) which will be used to construct RRA-secure PKE schemes. Informally, wRKAOWF definition is as same as RKAOWF definition except that we weaken the adversary's advantage and let it return x which satisfies that Eval F (k, x ) = Eval F (k, (1 λ , k, φ, x) ).
Definition 2 (wRKAOWF): We say that F is -wRKA secure if for any PPT adversary A for F, the following advantage Adv −wRKA F,A (λ) is a negligible function in λ.
In [33] , it is proved that a function family F is −RKA secure if F is −key-malleable and one-way, where is a class of RKD functions and −key-malleable property is defined as follows:
−key-malleable property( [33] ). Let F be a function family and be a class of RKD functions for F. F is called
In the following, we will prove that if F is -RKA secure and is root samplable then F is -wRKA secure. Here, we define root samplable class of functions below: Note that the classes of linear functions, affine functions and polynomial functions over Z p are root samplable as for a d-degree polynomial function f over Z p , Ben-Or's algorithm [35] can compute the root of f (x) in Z p using O((logp)d 2+e ) operations in Z p [7] .
Theorem 1: Let F be a function family and be a class of RKD functions for F. If F is -RKA secure and is root samplable then F is -wRKA secure.
Proof: Let A be a −wRKA adversary of F. We can construct a −RKA adversary B of F. On input (1 λ , k, y), adversary B runs A and responds to A's Eval query by sending the same query to its challenger and returning the corresponding result. When A stops and outputs a value x satisfying that Eval F (k, x ) = Eval F (k, φ(1 λ , k, x)) for a RKD function φ, adversary B can return x satisfying that Eval F (k, x ) = y by sampling the root x of φ(1 λ , k, x) − x . Note: If the advantage of A is then B's advantage is /poly(1 λ ). If we assume F is injective, i.e. F is a family of one-way permutations, then B's advantage is . Instance: In [33] , the authors give three instances of RKAOWF for different classes of RKD functions. The first one-way function (permutation) described in Table 3 is based on discrete exponentiation in a cyclic group of prime order p and is -RKA secure for a class of affine RKD functions. Therefore, it is also -wRKA secure one-way function (permutation). Next, we can prove that this one-way function (permutation) is also -wRKA secure for a class of polynomial RKD functions with upper bound d = d(λ) of the degrees of the polynomials in ≤ q as long as the q−SDL assumption described in the following holds. q-Strong Discrete Logarithm (q-SDL) Problem [33] . Let G be a cyclic group. Let A be an algorithm outputting previously unknown random value x ∈ Z * p with advantage Adv SDL A,q given (g, g x , g x 2 , · · · , g x q ) ∈ G q+1 , where g ∈ G is a generator of group G and
Definition 4: The q-SDL assumption holds in G if for all PPT algorithm A, the advantage Adv SDL A,q of A in solving the q-SDL problem in G is negligible.
Proof: Now, we continue the proof of -wRKA security. Let A be a PPT adversary breaking -RKA security with an advantage with respect to the class of non-zero polynomials over Z p . An algorithm B that solves a given random instance of q-SDL problem with the same advantage by interacting with A can be built as follows.
Given a random instance (g, g x , g x 2 , · · · , g x q ) ∈ G q+1 of the q-SDL problem in G, where x ∈ Z * p is a unknown random value, B can output x as follows. B invokes A and gives y = g x to A. Then B responds to A's Eval(φ) query with y =
returns the same output x of A. Construction of Related-Seed Pseudorandom Generator. Let F be a one-way permutation family and be a class of RKD functions for F, let HC be a hard-core predicate of F. PRG=(Eval F (k, seed),HC(seed)) is proved to be a pseudorandom generator. Now, we can prove the following theorem.
Theorem 2: If HC is hardcore function for arbitrarily correlated inputs and F is -wRKA secure, then the above PRG is −related-seed secure.
Proof: Let ε(λ) be a non-negligible function. Assume that there exists a probabilistic polynomial-time distinguisher D such that HC(φ(s) HC(φ(s) )) = 1] HC(φ(s) 
Therefore, HC(φ(s) HC(φ(s) 
Then an algorithm A can be constructed based on D to guess HC(φ(s)) given y = Eval F (k, φ(s)). Upon inputting y = Eval F (k, φ(s)) for a random s, algorithm A works as follows:
1) Choose r ∈ {0, 1} uniformly.
2) Invoke D(y, r ). If D returns 1, then output r . Otherwise, output r . We analyze the success probability of A. HC(φ(s) HC(φ(s) 
So A guesses HC(φ(s)) with probability 1 2 + ε(λ). We get a contradiction to the assumption that HC is a hardcore function for arbitrarily correlated inputs since ε(λ) is a nonnegligible. We complete the proof.
B. RRA-CPA SECURE PKE SCHEMES VIA wRKAOWF
Our construction is the same as the PKE construction from indistinguishability obfuscation in [31] . We prove that if the PRG used in the construction is −related-seed secure, then the PKE scheme is RRA-CPA secure against a -restricted adversary. Let PRG be a −related-seed secure pseudorandom generator that which takes a seed r ∈ {0, 1} λ and outputs a pseudorandom value prv ∈ {0, 1} 2λ . Let F be a puncturable PRF whose domain is {0, 1} 2λ and range ⊆ {0, 1} l . The construction is described as follows:
• Setup(1 λ ): Chooses a puncturable PRF key K for F as the secret key SK and obfuscates the program PKE Encrypt in Table IV . The public key, PK , is the obfuscated program. PKE Encrypt* in Table 4 is only used in the proof of security.
• Encrypt(PK , m ∈ M): Runs the public key PK which is an obfuscated program taking as input a random coin r ∈ {0, 1} λ and the plaintext m.
Proof: In [31] , the construction is proved IND-CPA secure by a sequence of hybrid games Hyb 0 ,Hyb 1 ,Hyb 2 ,Hyb 3 . As we only change the pseudorandomness generator PRG in the construction of [31] to a −related-seed secure pseudorandomness generator, -RRA-CPA security of the construction can be proved using the same technique while just modifying the first game Hyb 0 as follow:
• Hyb 0 : This is the original RRA-CPA security game. 1) r * ∈ {0, 1} λ is chosen randomly and prv * = PRG(φ(r * )).
2) The key for the puncturable PRF is set to K .
3) The obfuscated program PKE Encrypt is taken as the public key PK . 4) The adversary receives PK and sends to the challenger m 0 , m 1 ∈ {0, 1} l . 5) The challenger outputs the challenge ciphertext c * = (c * 1 = prv * , c * 2 = F(K , prv * ) m b ) by randomly choosing b ∈ {0, 1}. The description of Hyb 1 ,Hyb 2 ,Hyb 3 is straightly same as that in [31] .
• Hyb 1 : this game only changes the generation step of prv * in Hyb 0 by choosing it randomly in {0, 1} 2λ .
• Hyb 2 : this game only changes the public key generation step in Hyb 1 . The public key in Hyb 2 is generated by obfuscating the program PKE Encrypt* in Table IV. • Hyb 3 : compared with Hyb 2 , this game only changes the challenge ciphertext. A random z * is chosen and the challenge ciphertext is formed as (c * 1 = prv * , c * 2 = z * ). As PRG is −related-seed secure, we can prove Hyb 0 and Hyb 1 is indistinguishable. Also, the indistinguishabil-VOLUME 8, 2020 ity between Hyb 1 and Hyb 2 , and the indistinguishability between Hyb 2 and Hyb 3 were proved in [11] . As the adversary has zero advantage in Hyb 3 , we prove the -RRA-CPA security of the construction.
C. PERFORMANCE
We will give some concrete performance results for the above scheme. As the encryption algorithm has to execute an obfuscated program, we must admit its inefficiency in real life. Therefore, we only show the efficiency of the decryption algorithm of our scheme. We use Python to generate three groups with their generator g and order p in the length of 512/1024/2048 bits and formalize one-way functions F respectively. To evaluate the somewhat worst-case performance, we generate keys for these Fs in the same bit length as its respective order p. The following Table 5 gives the results, where the decryption speed is tested on a personal computer with Intel(R) Core(TM) i7-8550 CPU @ 1.80GHz, 8GB RAM and Windows 10 operating system.
IV. RRA-SECURE PKE SCHEME AGAINST ARBITRARY FUNCTION A. CONSTRUCTION FROM PUBLICLY DENIABLE ENCRYPTION
The first construction comes from the publicly deniable encryption. We will prove that any publicly deniable encryption scheme is RRA-secure PKE scheme against arbitrary function. Publicly deniable encryption is formally proposed by [31] as follows:
Definition 6: (Publicly Deniable Encryption). Let PDE = (Setup, Encrypt, Decrypt, Explain) be a publicly deniable encryption scheme.
• Setup(1 λ ): it is a randomized algorithm which outputs a public/secret key pair (pk,sk) taking as input a security parameter λ.
• Encrypt(pk, m; u): it is a probabilistic algorithm which uses a public key pk and random coins u to encrypt a plaintext m to its corresponding ciphertext c.
• Decrypt(sk, c): it is a deterministic algorithm which can obtain the corresponding plaintext m or error symbol ⊥ by decrypting a ciphertext c using a secret key sk.
• Explain(pk, c, m; r): it can output a randomness e which is with the same size as the random coin u used in Encrypt above given a public key pk, a ciphertext c, and a plaintext m. In [31] , two security requirements for publicly deniable encryption called Indistinguishability under Chosen Plaintext Attack(IND-CPA) and Indistinguishability of Explanation are presented as follows:
Indistinguishability under Chosen Plaintext Attack. For any probabilistic polynomial-time adversary of a publicly deniable encryption PDE , A, the following advantage Adv IND−CPA ,A (λ) is a negligible function in n. 
Indistinguishability of Explanation.
For any probabilistic polynomial-time adversary of a publicly deniable encryption PDE , A, the following advantage Adv IND−EXP ,A (λ) is a negligible function in n.
Theorem 3: If the publicly deniable encryption scheme satisfies Indistinguishability under Chosen Plainext Attack and Indistinguishability of Explanation, then this scheme is RRA-CPA secure against arbitrary function.
Proof: We can prove the above theorem via a sequence of games.
Game 0 : This is the real RRA-CPA security game played by an adversary A against the publicly deniable encryption scheme.
Game 1 : This game is the same as Game 0 except that we explain the ciphertext c and c * to get a new randomness and return a new ciphertext obtained by encrypting the message using this new randomness. More precisely, in this game, the Enc and LR oracle are changed as follows in Table VI: The Indistinguishability of Explanation of the publicly deniable encryption scheme guarantees that Game 0 and Game 1 are computationally indistinguishable. Game 2 : This game is the same as Game 1 except that r in Enc and LR oracle is randomly selected from Rnd. Also, the Indistinguishability of Explanation of the publicly deniable encryption scheme guarantees that Game 1 and Game 2 are computationally indistinguishable.
In Game 2 , the Indistinguishability under Chosen Plainext Attack of the publicly deniable encryption scheme guarantees that the adversary's advantage to break the security of the scheme is negligible. Therefore, we can prove the theorem as the advantage of the adversary in real RRA-CPA security game is negligible by the indistinguishability of all the games. 
B. CONSTRUCTION FROM POLY-MANY HARDCORE BITS FOR ARBITRARILY CORRELATED INPUTS
The above construction is only secure under Chosen-Plainext-Attack. In the following, we will describe the construction of a RRA-CCA secure public-key encryption scheme. The construction combines a hardcore function for arbitrarily correlated inputs [30] with an IND-CCA secure PKE scheme. Specifically, the randomness r is used as an input to the hardcore function, the output from the hardcore function is then used as the actual randomness for encryption. Table 7 formalizes the construction, and we prove its security in the following theorem.
Theorem 4: If HC is hardcore function for arbitrarily correlated inputs, then the scheme in Table 7 is RRA-ATK secure against a -restricted adversary where is a class of arbitrary functions.
Proof: We can prove the above theorem via two games. Game 0 : This is the real RRA-ATK security game played by an adversary A against the scheme in Table VI . The Enc and LR oracles are shown in Table VIII . Game 1 : This game is the same as Game 0 except that r in Enc and LR oracle is randomly selected from Rnd as in Table IX: The hardcore function HC for arbitrarily correlated inputs guarantees that Game 0 and Game 1 are computationally indistinguishable.
In Game 1 , the IND-ATK security of the public-key encryption scheme guarantees that the adversary's advantage to break the security of the scheme is negligible. Therefore, we can prove the theorem as the advantage of the adversary in real RRA-ATK security game is negligible by the indistinguishability of all the games.
C. PERFORMANCE ANALYSIS
The two constructions are based on PDE and PKE schemes respectively. The first construction is as efficient as the based PDE scheme. The efficiency of the second construction relies on the based PKE scheme and the hardcore function, and the execution time is the total time of both of them.
V. CONCLUSION
In this paper, we give some methods of constructing a secure PKE scheme against related randomness attacks. We propose a RRA-CPA secure PKE scheme with an efficient decryption algorithm and short ciphertexts size. To obtain RRA-secure PKE scheme against arbitrary function, we first prove that any publicly deniable encryption scheme is a RRA-CPA secure public-key encryption scheme against arbitrary function. Then we combine standard IND-CCA PKE scheme with hardcore function for arbitrarily correlated inputs to get a RRA-CCA secure public-key encryption scheme against arbitrary function. In terms of efficiency, the encryption algorithm of our first proposed scheme is inefficient, while the decryption algorithm of it is very efficient. Our first scheme secure against arbitrary function is actually a publicly deniable encryption scheme so that it is inefficient at present, as the known publicly deniable encryption schemes are constructed based on indistinguishability obfuscation which is not practical at this stage. We have to admit that use of indistinguishability obfuscation in the first two schemes of our work makes the methods only with theoretical significance. Their practical significance depends on the development of indistinguishability obfuscation in efficiency. Compared with it, the efficiency of our second scheme secure against any arbitrary function depends on the PKE scheme and hardcore function it is based on which is acceptable. In the future, we will measure the performance of our proposed methods via the cloud-edge platform and study how to construct other cryptographic primitives with RRA-Security such as IBE, ABE, and so on.
